security experts

BEMO Diamond Cybersecurity =i

A turnkey solution for Microsoft services, ensuring speedy implementation
and reliable support for email, identity, document, devices, network, cloud
app and insider risk security along with ongoing support from BEMO

Personal (BYOD)

® Mobile Application Management (MAM)
—— Publish, push, configure, monitor,
update and secure mobile apps

@ Separate personal vs company data &
apps on personal devices

—— Restrict copy/paste of company data
—— Require Pin Access

—— Remote Company Data Wipe

Know which apps are really being
used both on and off your
corporate network

@ Provide guest users a secure and
monitored access to collaborate using
Sharepoint, OneDrive or Teams

—— Conditional Access Policies
(MFA/ Access Review and more)

—— Access to Corporate resources
through browser

—— Block Copy/Paste and Download

Official quarterly proof your
company data is secure, so you can
provide to partners, vendors or
customers

I Device Compliance & Restrictions

Mobile Device Management (MDM)
—— Attack Surface Reduction
—— Remote Data Wipe

Application Protection
Push apps & Windows updates

Malware Protection
Defender for Endpoint
Antivirus, Firewall, Real-time Threat

Create a secure infrastructure for
devices, applications, and users

© Protect Against Stolen Credentials

—— MFA, Credential Guard
—— Password policies
—— Conditional Access

: Simplify Sign-in
kS“SCUY\’S L SSO, Passwordless

roumé’/;zc @ Protect sensitive information as it travels

inside and outside your organization
—— Guest management
— File labeling & encryption
— PIl protection with DLP user tips

—— Data identification & classification
—— Granular control over Data Access
Management

BEMO is a Seattle-based Microsoft US Partner of the
Year Winner whose mission is to enable any small or
medium-sized organization to securely conduct
business in today's digital world. Our team is builtof .. »
seasoned Microsoft Experts, including our Co-
Founders who are long-time Microsoft alumni.

Verified SOC 2
Compliant Company

A\

. Microsoft US Partner of
the Year Winner | 2023

Social Impact, Community Response
Finalist 22 & '23 | Modern Workplace for SMB

We look forward to assisting you on your Microsoft
Cloud journey! ’ 4

Speak to one of our experts o

or email us: sales@bemopro.com

Security
q Modern Work
HE Microsoft | xyepataza

Il Solutions Partner | e Infrastructure
Digital & App Innovation
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© BEMO Cybersecurity Framework

Zero-Trust Approach
for End-to-End Protection

¢ With the BEMO Platinum Package,
we configure security for your email,
corporate and personal devices,
documents, identity, cloud app,
guest management, network, and
insider risk using up-to-date best
practices.

Unified View of Assets
and IT Reviews

» We proactively update your security configuration
according to Microsoft changes and new employees
to shore up any gaps in your defenses.

» View and assess your risk with Microsoft Secure Score

Detect Attacks Before They
Cause Damage

» \We monitor and send you automatic
notifications about risky sign-ons,
device and email malware, spam,
phishing and other threat attempts

DETECT

&
RESPOND  Microsoft Defender for Endpoint
automatically remediates potentially
— compromised assets.

+

True security goes beyond just
protection measures.
Here's how BEMQO's Diamond
Cybersecurity package fits within
our comprehensive framework to
secure your business.

» Quarterly Security Attestation Letters, Business and Security Review

Frequently Asked Questions

Do | have to purchase the package for every user in my organization? Yes, every user will need to be assigned a
security package.

Can | get my Microsoft licenses through Microsoft
directly and still get a security package?

All our customers are required to get their Microsoft
licenses through BEMO. The licensing and the
security package cannot be separate. This is how we
are able to gain access to your tenant to enable all of
the security features in our various BEMO packages,
as well as provide break-fix support for your Office
Suite.

Required Microsoft Licenses:

Monthly Price $84/user=

10 seats minimum purchase

M365 E5

"From start to finish, BEMO had a fantastic process that
exceeded our expectations and helped us reach our goals.
Itis such areliefto have acompany like BEMO that

we can turn to for our IT and cybersecurity needs."

*As of April 2025, annual contract, price subject to
change, contact BEMO for latest pricing.

How does BEMO get access to our system if we
choose the Diamond package?

We use GDAP (Granular Delegated Admin Privileges) to
remotely access your system for maintenance and
support purposes. GDAP is a secure platform that
enables granular and delegated access instead of a
Global Administrator role based on the specific needs
and permissions granted to BEMO. To learn more, visit
our blog post on GDAP.

- Brian A.
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