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Post-delivery protections

Sophisticated attackers will plan to ensure links pass through the first round of security filters. They do this by making the
links benign, only to weaponize them after the message is delivered, altering the destination of the links to a malicious site.

20% of all clicks happen
within 5 minutes from
when an email is received.

This website has been

classified as malicious.

Opening this website might not be safe.
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ecommend that you don't open this website, as opening it might néy
uld harm your computer of result in malicious use of your

Safe Links protects users at the point of click

Powered by Office 365 Advanced Threat Protect

With Safe Links, we are able to protect users right at
the point of click by checking the link for reputation
and triggering detonation if necessary.

Weaponized links are detonated by Safe Links and the recipient warned

Safe Links protection also extends to internal only emails. Unlike other email solutions, we
are able to scan and isolate threats without routing these emails outside of Office 365.

Real destination address of link revealed on hover to Malware infected email moved to Junk folder
inform of potential threat
Users are also made aware of the site they will be directed to as they hover over @

the link using native link rendering. @@

The service continues to scan email content for multiple days, leveraging new
intelligence to move newly discovered malware or phish, by design, to the junk Zero-hour auto purge moves
folder through a capability called zero-hour auto purge. weaponized content to the junk folder
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User self-reporting

Of course, while protections are automated in the background, we also encourage email recipients to be vigilant in
identifying messages that appear suspicious. By enabling the report a message capability in your tenant, users can self-
report suspect emails for validation by Microsoft and your security teams.
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Users are able to self-report suspicious emails Admin view of user, self-reported threats

Protections beyond email

Outside email it's important to ensure protections extend to malware infected content that may have been taken from email
and placed on a share. Advanced Threat Protection in Office 365 uniquely extends protections beyond email. If malicious

files or links are uploaded to SharePoint or OneDrive and shared, even via Microsoft Teams, our protection layers will detect
it, block it, and contain the threat by preventing the file from being opened or shared in the future.
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Malicious links blocked in OneDrive Malicious links blocked in Microsoft Teams
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Review and respond

We give you near real-time reports to allow you to see emails within your organization and how they were handled by Office
365. This includes messages flagged by users as potential threats. Office 365 will additionally proactively surface insights and

recommendations which you can use to determine what additional policies and protections you need to consider within your
environment.

In the Security and Compliance Center, you can set up your phishing policies, define impersonation settings, investigate threats,
review quarantined messages and how often they were sent, review detonations and get details on the nature of the threat and

why it was detected. For example, under threat management you can drill in to see the top malware types and top targeted
users.

il Office 365 ATP blocked
5 billion phish emails in
2018
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Threat intelligence dashboard view

Within "Threat Explorer”, malicious emails can be quickly
identified with options to filter on sender, recipient and
subject or other metadata in the message. Filtering on
sender helps you to see all the emails sent from a unique
sender address used for a phishing campaign. You can
then investigate these emails further and take actions
such as purging a malicious email campaign entirely
from all mailboxes in your organization at once.

Investigation into an incident can also be separately
delegated to your security investigation team, leaving it

you your security admins to take the final actions. Also,
because we know that there are common security issues
o that you will want to check over time, whether that's

- ‘ reviewing events, getting alerts, or determining threat

trends, the threat tracker in our threat intelligence service
_ [ [ ] enables ongoing supervision of your security tasks.
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Incident investigation in Office 365
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Educating and protecting users

Using services such as Attack Simulator in Office 365, we help you to broadly educate your users
and augment your internal penetration testing capabilities by simulating phishing attacks in your
organization to raise awareness of what to look for in a phishing campaign.

Of course, there are other measures that

you can put in place to protect your user

identities. Microsoft is on a path to help

the elimination of passwords altogether
detenaes through password-less sign-in. We

estimate that just by enabling multi-factor

authentication in your organization, you can

reduce your risk of attacks by 99.99%.

Office 365 | Security & Compliance

Home > Attack simulator

@ Home Simulate attacks
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82% of all security
S breaches occur due to
. | stolen passwords

Attack Simulator in Office 365, is designed to help you to penetration test your
environment and educate users

Continued Learning

In Office 365, we give you built-in, proactive protections with Advanced Threat Protection. These protections extend to your
collaboration services, such as SharePoint, OneDrive, and Microsoft Teams, in additions to your email services to mitigate
malicious content. From:

Intelligent and continuously evolving threat detection

Visibility into threats, including real-time reporting to help you to investigate, remediate and respond to threats
Advanced controls you set to harden your environment

And tools to educate your users on phishing campaigns.

To learn more and try out Office 365 Advance Threat Protection capabilities for yourself, by visiting aka.ms/E5Trial today.
Also watch our essentials video on Advanced Threat Protection in Office 365 here for more detail.



