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OUR COMMITMENT
TO YOU

SECURITY

PRIVACY & CONTROL

COMPLIANCE

TRANSPARENCY

RELIABILITY



Microsoft Secure

Ensuring security to enable your digital
transformation through a comprehensive
platform, unigue intelligence, and broad
partnerships

B Microsoft
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OUR UNIQUE APPROACH
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OUR UNIQUE APPROACH

o

PLATFORM

Identity & Access Management
Protect users’ identities
and control access to
valuable resources based
on user risk level

Threat Protection
Protect against
advanced threats
and recover
quickly when
attacked

Information Protection
010101 Ensure documents and

101010 :
010101 emails are seen only by

authorized people

Security Management

Gain visibility and
control over

security tools



‘ OUR SECURITY OFFERING

Identity & Access
Management

Azure Active Directory
Conditional Access
Windows Hello

Windows Credential Guard



WHY IDENTITY IS IMPORTANT

o)

13%

of breaches are caused of passwords are of employees use non-
by credential theft duplicates approved apps for work




THE WORLD BEFORE
MOBILITY & CLOUD

users devices apps
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CLOUD APPS & SAAS SERVICES
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IDENTITY & ACCESS MANAGEMENT

Prove users are authorized and secure before granting access to apps and data

Protect at the Simplify access to Safeguard your
front door devices and apps credentials




HOW MUCH CONTROL DO
YOU HAVE OVER ACCESS?




Who is accessing? What is their role?
Is the account compromised?

Where is the user based? From where is
the user signing in? Is the IP anonymous?

Which app is being accessed?
What is the business impact?

Is the device healthy? Is it managed?
Has it been in a botnet?

What data is being accessed?
s it classified? Is it allowed off premises?




POWERED BY THE
INTELLIGENT SECURITY

1.2B
G RA P H devices scanned Malware data
each month from Windows

Unique insights, informed by trillions of
signals. This signal is leveraged across
all of Microsoft's security services

Enterprise 18+B
ity f
securlg or ‘ Bing web pages
90% @ 750M + scanned
of Fortune 500 e
Azure user
accounts

Defender
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Shared threat
data from partners,
researchers and law

Enforcement
worldwide

Botnet data from
Microsoft Digital
Crimes Unit
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AZURE AD
CONDITIONAL IF THEN
ACCESS

Allow access
User risk

Privileged user? High

Credentials found in public? . Require MFA
Medium
Accessing sensitive app?
. Low
Unmanaged device?

@****** Force password reset

Malware detected?
Session risk

I High

Anonymous client? Medium

IP detected in Botnet?

Impossible travel? Deny access

Limit access




PROTECT ACCESS TO APPS

ON-PREMISES AND IN THE CLOUD =l
0 = PR
0 3 o Office 365
1l
e ©

LINE OF
BUSINESS
APPS
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HOW CAN YOU SIMPLIFY
ACCESS TO DEVICES & APPS?




Do your users struggle to remember
complex passwords?

Do they have to juggle multiple
credentials?

Can you extend user identity for Office 365
or Windows to other apps?

Do you MFA every time you want to
ensure secure access?




WINDOWS HELLO FOR BUSINESS

Passwordless strong authentication via .o
multiple factors -

Hello Erwin McDaniel

= PC + PIN or Biometrics

= PC + Companion Device

= PC supported Biometrics: fingerprint & facial 2 3 O@

= Companion Device can support other
biometrics options (e.g.: EKG) Tuesday, July i

Supported on any Windows 10 device project sypeith M

3:30 PM—4:30 PM

>100 devices supporting biometrics =0 @1 e




Windows Hello Companion
Device Framework

—

MAKING WINDOWS HELLO
WORK FOR EVERY E
ENVIRONMENT

Phone Wearable

:




WHAT IS FIDO?

Security on Secure mobile user Secure
premises and web credentials authentication

FIDO BOARD MEMBERS

' PayPal (in’f]neon, g%USAA # FINGERPRINTS intel. YUbiC.O,

Bankof America %%

J @ocens | RAN [ @B | swswwo | @i
E2 bk LINE




USE DEVICE AUTHENTICATION
TO AUTOMATICALLY PROVIDE
ACCESS TO APPS

Third party apps
and clouds

Azure Active App in Azure
Directory

Microsoft Intune

Enterprise
State Roaming

YN

R Intune/MDM
-- auto-enrollment
.. Q

<€
Windows 10 Azure AD
<€

joined devices
<€
.4

On-premises apps

2@ Windows Server
Active Directory



ACCESS ALL YOUR SAAS AND ON-PREMISES APPS

My apps portal

Integrated Office 365 app launching
Manage your account, apps, and groups
Self-service password reset

Application access requests

* GD Institute

te B Archive Junk | ¥ Sweep Moweto v Categories ¥

peve n Dynamics 365
Google Apps iStockphoto

Welcome to the team!

& D Replyall |v

Audrey

Keith Beintz: ¥

Tue 32472015
Excel Orire

Picturepark

Keith, My Apps

1 wauld like to welcome you ta your new position.

Wirngtip Teys Salesforce

You will see that a number of applications are already available for you to us

As your first step- sign in to Workday from the 0365 apps tab and confirm y
personal information, Later today you can sign into Salesfarce.com from Out
begin connecting with your team.

SouthWest Airlines for Bus.

change password

| a ek ingt We consider Salasforca.com one of the most sensitive applications for our
organization. Additional security measures will be taken in order to access thi
Keith Brintz application
We are exciteds!

Please become a member of the "Wingtip Toys Company Apps” group, by us Yarnmes
"group” tab of your access panel, to get access to more applications. Your red

Oider will be suto approved.

Usor 1D

Keith Brintz Also please request access to the group “Entarprise Social Apps” to get acces)
You've joined the Wingtiptays products bl twitter accounts of the company.

Create new password

Confirm new password



HOW DO YOU PROTECT USER
& ADMINISTRATOR
CREDENTIALS?




Can you protect credentials against Pass-the-
Hash and other similar classes of attacks?

Can you restrict and monitor the use of
privileged credentials?

How are the credentials stored in your devices?




HOW HELLO PROTECTS CREDENTIALS

Strong authentication
via multiple factors

* Uses two factors for
authentication (e.g.: PC +
PIN or Biometric)

« Asymmetrical Keys (i.e:
Private/Public)

User credentials
protected by hardware

» Hardware generated
credential (keys)

» Credential isolated and
protected by hardware

Secure biometrics

Hardened biometric
implementation in
Windows & hardware

Anti-spoofing and brute-
force protection



HOW WINDOWS PROTECTS
SINGLE SIGN-IN TOKENS

= #1 go-to attack for hackers: Pass the 8= Apps

Hash i

& Trustlet #1
&Q Trustlet #2

= Used in nearly every major breach for mll \Windows Platform
Ml Seryices
lateral movement

#

Kernel

Kernel :
SystemContainer

= Credential Guard uses Windows
Defender System Guard to hardware
isolate authentication and
authentication data away from system

Device Hardware
= Fundamentally breaks derived Hypervsor

credential theft even when OS is fully
compromised

) Trustlet #3



PROTECT PRIVILEGED IDENTITIES

Discover, restrict, and monitor privileged identities

Enforce on-demand, just-in-time administrative
access when needed

Activity

Security alerts
ACTIVE ALERTS

3 Aterts £

Weak authentication is configured for role activ

Use Alert, Audit Reports and Access Review

- . Admin. privileges expire Redundant administrators increase your attack
Domain User Global Admin. ) ces DL
after a specified interval

© 000
== -~ ==
-l

Domain User

Raole summary

Roles
CLICK HERE TO VIEW ALL USER ROLES

!

!




GENERAL DATA PROTECTION
REGULATION (GDPR)

® Enhanced personal privacy rights HOW YOU GET STARTED:

_ . Identify what personal data you have
® Increased duty for protecting data and where it resides

Govern how personal data is used and
accessed

® Mandatory breach reporting

Establish security controls to prevent,
detect, and respond to vulnerabilities &

@ Significant penalties for non-compliance data breaches

Keep required documentation, manage
data requests and breach notifications




“The breadth and scale of the
Microsoft cloud was
impressive. It had Office 365
on the desktop productivity
side and Azure on the
datacenter side. We could use
Azure Active Directory
Premium to provide single
sign-on for all applications,
from email to SAP, which
would support our ‘invisible
technology’ objective.”

RICHARD CAMMISH
ClO
Coats




“Using the conditional access we
check that specific conditions are
met before authenticating a user
and giving that person access to an
application. Identity is the new
firewall of the future. We can't
continue to use our old way of
controlling application access,
because business isn't happening

exclusively in our network anymore.

With Azure Active Directory
Premium, we can stay in control, no
matter where our users roam.”

WILL LAMB
Infrastructure Coordinator
Whole Foods Market




“Security and data protection
also improved with Windows
10. Device Guard and
Credential Guard achieved
the our objectives for
securing devices, credentials,
and data in a way that does
not impact machine
performance or end user
productivity. Our end users
are happy with the results.”

PAVAN AGRAWAL

’ Head of IT
WiPro




NEXT STEPS:

Learn more about Microsoft 365
https://www.microsoft.com/en-us/microsoft-365/enterprise

.. - ft Try and evaluate Windows 10
. M ICrOSO www.Microsoft.com/windows10

Try and evaluate Microsoft Enterprise Mobility + Security
www.Microsoft.com/tryems

Try and evaluate Office 365
Office 365 ES trial




Appendix



Introducing

Microsoft 3¢

A complete, intelligent solution te
empower employees to be creati
and work together, securely. &

Office 365
Windows 10
Enterprise Mobility + Security



Microsoft 365

A complete, intelligent, secure solution to empower employees.

< 222 .

Unlocks Built for Integrated Intelligent
creativity teamwork for simplicity security



“The key things that we're leveraging
today are Azure Active Directory,
Microsoft Intune, and Windows 10. It's
really the intersection of those three
products that allows us to be as
effective as we possibly can be in this
new world.”

“Our ability to have folks roam from one
machine to the next, to the next is part
of Azure AD. We wouldn't be able to do
that as effectively if we were in that old
mindset of having roaming profiles and
folder redirection, and needing to
connect back to an on-premises server
to get your information.”

REED WIEDOWER
Chief Technology Officer
New Signature

NEWSIGNATURE




One, integrated identity & access solution

Simplify access Verify users Prevent ID Theft
v Windows Hello v Credential Guard
2 N0)
User v’ MEA

v' SSPWR

} v Azure AD Join v' MFA v" Privileged Mgmt

Admin v SSPWR

v" Conditional Access



