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OUR COMMITMENT TO YOU
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RELIABILITY




"CYBER SECURITY IS A CEO ISSUE."

-MCKINSEY
$4.0m 81% >300« 87%
is the average cost of a of breaches involve weak or new malware samples of senior managers have
data breach per incident. stolen passwords. are created and spread admitted to accidentally

every day. leaking business data.

CYBER THREATS ARE A MATERIAL RISK TO YOUR BUSINESS

Sources: McKinsey, Ponemon Institute, Verizon, Microsoft



OUR UNIQUE APPROACH
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OUR PLATFORM APPROACH

o

PLATFORM

Identity & Access Management
Protect users’ identities
and control access to
valuable resources based
on user risk level

Threat Protection
Protect against
advanced threats
and recover
quickly when
attacked

Information Protection
010101 Ensure documents and

101010 :
010101 emails are seen only by

authorized people

Security Management

Gain visibility and
control over

security tools



POWERED BY THE
MICROSOFT INTELLIGENT
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OUR PARTNERSHIP APPROACH

Partner with peers
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PLATFORM INTELLIGENCE PARTNERS

Work with government



BUILDING ON OUR STRENGTHS

THE MICROSOFT INTELLIGENT SECURITY GRAPH ENABLES

G

Signal Breadth Integrated Intelligence Machine Learning/Al




Exposure to Advanced
Attacks

The escalation in the number of
threats and sophistication of
these threats leave many
organizations more exposed

to attacks.

Inability to Detect
Malicious Activity

With the volume of threats and
enhanced capabilities of
attackers, detection of
malicious activity has become
increasingly difficult.

TO HELP OUR CUSTOMERS WITH THEIR CHALLENGES

Difficulty in Responding
to Threats Quickly

It is often difficult to know how
to respond to a threats and the
length of time to respond can
add to the devastating effects
of a breach.



UNDERSTANDING YOUR VULNERABILITIES

IDENTITY

APPS & DATA

DEVICES

®

INFRASTRUCTURE



MICROSOFT CAN HELP SOLVE THE CUSTOMER CHALLENGES

D &

PROTECT DETECT RESPOND
organizations from malicious activities to threats quickly
advanced cyber attacks



PROTECT ORGANIZATIONS FROM ADVANCED CYBER ATTACKS

PROTECT Users PROTECT Apps and Data PROTECT Your Devices PROTECT workloads across
Identify advanced persistent threats Stop Malicious email attachments Prevent encounters hybl’id infrastructure
Detect suspicious activity Avoid malicious email links Isolate threats Assess security state continuously
Reduce false positives Defend the gateway Control execution Remediate vulnerabilities and drive
compliance

File inspection and remediation
Mitigate shadow IT Enable security controls

Automatically block over sharing
Risk detection for data in cloud apps

IDENTITY APPS & DATA DEVICES INFRASTRUCTURE
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PROTECT ORGANIZATIONS FROM ADVANCED CYBER ATTACKS

@ Protect Your Users

Protect your organization at the front door
with risk-based conditional access

Detect known security vulnerabilities and risks
in your organization based on world-class
security research
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Discover, control and protect your admin
accounts with privileged identity management




PROTECT ORGANIZATIONS FROM ADVANCED CYBER ATTACKS

Protect Your Email

] Office 365

Stop malicious attachments & This website has been classified as malicious.

Provide time of click protection against
malicious links

Stop known email threats




PROTECT ORGANIZATIONS FROM ADVANCED CYBER ATTACKS

Protect Apps & Data sy O e

Control and protect data in cloud apps with
granular policies & enhanced threat protection
(Cloud Access security Broker)

Advanced security for all Office files as well as
documents in cross-SaaS apps




PROTECT ORGANIZATIONS FROM ADVANCED CYBER ATTACKS

Protect Your Devices

Built-in next generation threat protection SR e e B
technologies
R
. ol
Using the power of the cloud to block - [E—

malicious apps and websites

Stops attackers from establishing a foothold
on the local machine




PROTECT ORGANIZATIONS FROM ADVANCED CYBER ATTACKS

Protect Your Devices

Isolate sensitive windows components and
data which

Prevent exploitation of vulnerabilities, host
intrusion and files-less based attacks

Block malicious unauthorized apps using
application control

Stop the execution of malicious apps and
behaviors




PROTECT ORGANIZATIONS FROM ADVANCED CYBER ATTACKS

Protect Workloads Across

Hybrid Infrastructure

Mitigate vulnerabilities with continuous
assessment and recommendations

Reduce attack surface with application
whitelisting, just in time access to ports

Rapidly deploy security controls from
Microsoft and partners to cloud workloads




HOWEVER WE LIVE IN A WORLD
WHERE BREACHES STILL OCCUR




DETECT MALICIOUS ACTIVITY IN ORGANIZATIONS

DETECT compromised DETECT malicious apps DETECT advanced threats DETECT advanced threats to
user credentials and data and abnormal behavior hybrid workloads
IDENTITY APPS & DATA DEVICES INFRASTRUCTURE
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DETECT MALICIOUS ACTIVITY IN ORGANIZATIONS

Detect Abnormal Identity Behavior —
@ e o ° Microsoft Advanced Threat Analytics
& MaIICIous AttaCkS On = Premlses Suspicion of identity theft based on abnormal behavior

Almeta Whitfield exhibited abnormal behavior when performing activities that were not seen over the last month

I at were
in accordance with the activities of other accounts in the organization. The abnormal behavior is

Detect suspicious behavior and anomalies
using behavioral analytics on-premises & in
the cloud

Identify malicious attacks inside your network
leveraging machine learning (i.e. Pass-the-
Hash, Pass-the-Ticket, lateral movement)




DETECT MALICIOUS ACTIVITY IN ORGANIZATIONS

Detect Abnormal Behavior &
Anomalies in Cloud Apps

Identify high risk usage, cloud security issues,
detect abnormal user behavior in cloud apps.

|dentify and stop known attack pattern
activities originating from risky sources with
threat prevention enhanced with vast
Microsoft threat intelligence

Cloud App Security @ jate Control +  Alerts (151

Alerts » £3 General anomaly detection

& Microsoft Cloud App Security 4 General anomaly detection & admin@mod244533.onmicrosoft.com

Dismiss Resolve alert.. ~

Resolution options: & admin@mod244533.onmicrosoft.com =

Description

The user admin@mod244533.onmicrosoft.com triggered a suspicious session with a combined risk score of 42/100 based on the factors below.

*= The user admin@mod244533.onmicrosoft.com is an administrator.

= The user admin@mod244533.onmicrosoft.com performed an Impossible-Travel activity. The user was active from 174.61.182.218 in United States and
5.29.159.178 in Israel within a 471 minute time frame. This activity pattern is very common in your organization.

» The user admin@mod244533.onmicrosoft.com performed an Impossible-Travel activity. The user was active from 167.220.196.125 in United Kingdom
and 5.29.159.178 in Israel within a 65 minute time frame. This activity pattern is very commen in your organization.

+ The browser Edge on Windows was used by the user for the first time.

» The IP address 5.29.159.178 was used for the first time. It was not used previously by any user in your organization.

= The ISP "HOTnet" was used for the first time for administrative activity. It was not used previously for admin activity by any user in your organization.

Make sure that the user is familiar with this activity.
If these are IP addresses that are known and safe, add them in the IP address range page to improve the accuracy of the alerts



DETECT MALICIOUS ACTIVITY IN ORGANIZATIONS

Visibility into Malicious Emails/ e
A e o Microsoft Advanced Threat Analytics
Files and Activity

Access message and url trace reports
Determine email attachment detonation results
Gain visibility into the threat landscape
Determine top targeted users

Read detailed campaign reports

Monitor cloud app usage

Monitor end user behavior patterns to
determine anomalous behavior



DETECT MALICIOUS ACTIVITY IN ORGANIZATIONS

Detect Abnormal Behaviors

Detect targeted advanced attacks and
zero days.

Visually investigate forensic evidence across
your devices to easily uncover scope of breach,
assess the entire footprint of the incident, and
trace it back to identify the root cause.

| = - | ¥ 1 | | = ® B |

Search and explore 6 months of historical data
across your devices




DETECT MALICIOUS ACTIVITY IN ORGANIZATIONS

Detect Advanced Threats to Hybrid (RS
Workloads ———

0 High

Network traffic analysis indicates that your machine (|
1.2,34) has communicated with what is possibly a
Command and Cantrol center for a malware of type
_ Dridex at [P 183.95.154.13. Dridex is a banking trojan
. 0 Y . . family that steals credentials of online banking
| - websites. Dridex is typically distributed via phishi
Built-in behavioral analytics and anomal o onn
SCDE attachments. These Office documents contain
. malicious macro code that downloads and installs

859 769 4538 ab43
f9889 769 4522 abd Dridex on the affected system

detection to identify real attacks across .
servers, networks, storage and apps ,

Active

v
1. Escalate the alert to the infarmation security team.
2. Review the remediation steps of each one of the alerts J— ASC DEMO
A (21219889-763e-45ae-abd3-6da3367abd2e)
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Alerts included in this incident DETECTED BY Microsoft

DESCRIFTION 'DETECTION TIME ATTACKED RESOURCE SEVERITY
Detected

Arm yourself with information about an
attacker’s actions mapped across the kill chain, - -' o8 i

3 Successful RDP brute force attack
ATTACKER B0

@ SOLinjection blecked 06/25/17 06:01 PM

b 0 ¢

O Suspicious SVCHOST process executed

objectives, and tactics L B | -

Report: Malicious Macros
9 Network communication with a malicious machin.. 06/26/17 10:01 PM Medium . §
Report: Trojan Downloader Macros

[o ]




RESPOND TO THREATS QUICKLY

RESPOND to compromised RESPOND to compromised RESPOND to compromised RESPOND early to
identities apps and data devices compromised workloads
across hybrid infrastructure

IDENTITY APPS & DATA DEVICES INFRASTRUCTURE
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RESPOND TO THREATS QUICKLY

Respond to CompromiSEd Identities Microsoft Advanced Threat Analytics

Identity theft using pass-the-ticket attack

user2's Kerberos tickets were stolen from CLIENT2 to CLIENT1 and used to access 6 resources.

Get recommendations and remediation
actions in case of a suspicious activity on-
premises or in the cloud

Review next steps on a simple, actionable
attack timeline

|dentify threats before the attackers access
critical data and resources




RESPOND TO THREATS QUICKLY

Respond to Malicious Email Files

Remove emails found to be malicious after
they land in user inbox.

Intelligent filters which update based on
evolving cyber threat landscape.

Ability to remediate for real-time malicious
emails.

soft.com

Emails submitted on 3/28/2017 by tifc@a830edad905084 x
9EQTPWBJIZXODQ.onmicro:




RESPOND TO THREATS QUICKLY

Respond to Compromised Data

|dentify high-risk and anomalous usage in
cross cloud apps - including office 365

Get recommendations and remediation
actions for next steps




RESPOND TO THREATS QUICKLY

Respond to Compromised Devices

Remediate potential threats and prevent
reoccurrence using built in technologies.

Receive mitigation guidance for remediation
for threats and future risks

Assess organizational security score including
trends over time




RESPOND TO THREATS QUICKLY

Respond to Compromised
Workloads Across Hybrid

Infrastructure

Prioritized security alerts that help you
respond quickly with azure security center

Recommendations to mitigate threats and
vulnerabilities

Threat intelligence reports for deeper insights
into attack




MICROSOFT THREAT PROTECTION
INTELLIGENT & INTEGRATED

IDENTITY APPS & DATA DEVICES INFRASTRUCTURE
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MICROSOFT ADVANCED WINDOWS DEFENDER
EXCHANGE ONLINE PROTECTION AZURE SECURITY CENTER
THREAT ANALYTICS ADVANCED THREAT PROTECTION

OFFICE 365
ADVANCED THREAT PROTECTION

AZURE SECURITY CENTER

AZURE ACTIVE DIRECTORY OFFICE 365 THREAT INTELLIGENCE

MICROSOFT CLOUD APP SECURITY
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