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Microsoft Secure

Ensuring security to enable your digital
transformation through a comprehensive
platform, unigue intelligence, and broad
partnerships
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OUR UNIQUE APPROACH
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OUR UNIQUE APPROACH
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PLATFORM

Identity & Access Management
Protect users’ identities
and control access to
valuable resources based
on user risk level

Threat Protection
Protect against
advanced threats
and recover
quickly when
attacked

Information Protection
010101 Ensure documents and

101010 :
010101 emails are seen only by

authorized people

Security Management

Gain visibility and
control over

security tools



MICROSOFT SECURITY MANAGEMENT



SECURITY MANAGEMENT
C HALLE N G ES “Some large financial services

organizations have as many

as 40 or more different security
vendors inside their networks”

Increasing complexity

“"Every different product will have
separate management systems, often with

I_aCk Of VISI bll |ty limited connectivity to work alongside

others.... thus slowing down response
and remediation times ”

Ineffective response

“This results in the ironic situation of
actually having more security devices in
your network which actually makes it

less secure”

Source: https://www.finextra.com/blogposting/13893/consolidation-and-integration-of-security-solutions-in-financial-services



SECURITY MANAGEMENT IMPERATIVES

IDENTITY DEVICES APPS / DATA INFRASTRUCTURE

VISIBILITY CONTROL GUIDANCE
Understand the security Define consistent security Elevate security through
state and risks across policies and enable built-in intelligence and

resources controls recommendations



HOW MICROSOFT HELPS
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VISIBILITY CONTROL GUIDANCE
Understand the security Define consistent security Enhance security through
state and risks across policies and enable built-in intelligence and

resources controls recommendations



VISIBILITY

Understand the security state and risks
across resources




IDENTITY

UNDERSTAND SECURITY STATE OF USERS

g
®

GAIN VISIBILITY INTO THE
SECURITY OF YOUR DIRECTORY
WITH ACCESS AND USAGE
REPORTS IN AZURE AD

Enterprise applications - Sign-ins

APPLICAT... SIGN-INS... SGIN-IN... IPADDRE.. CLIENT USER NA... LOCATION

2016-09... 167.220... Window...

admin@... US

DISCOVER PRIVILEGED ACCOUNTS o s e e e
IN YOUR ENVIRONMENT WITH “ G

l \Z U | ’\ E ‘ \ D I RI V I L E G E D I D E N I I I l Roles are being activated too frequently
Manage privileged roles
Administrators aren't using their privileged roles
Review privileged access
mmmmmmmmmmm
Roles

Azure Active Directory



DEVICES

UNDERSTAND SECURITY STATE OF DEVICES

COMPLETE VISIBILITY INTO THE
ENDPOINT SECURITY

QUICKLY ASSESS THE SCOPE OF
INCIDENTS AND ROOT CAUSES

RICH TOOLSET FOR
INVESTIGATION AND
REMEDIATION ACTIONS




UNDERSTAND SECURITY STATE OF APPS & DATA R = @) @

GAIN VISIBILITY INTO CLOUD
APPS USED IN YOUR B s | oe crpir
ENVIRONMENT & GET A RISK |
ASSESSMENT
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AUDIT LOGS AND REPORTS o
TO HELP DETECT ACTIVITY
WITHIN PRODUCTIVITY APPS

(] Discover = Investigate = Control = Alerts (1000+

»»»»

ALERTS TO HELP YOU
SEE ANOMALOUS ACTIVITY




INFRASTRUCTURE

UNDERSTAND SECURITY STATE OF WORKLOADS g &= =
ACROSS HYBRID INFRASTRUCTURE

MONITOR SECURITY STATE OF
RESOURCES ACROSS CLOUD AND
ON-PREMISES

IDENTIFY VULNERABILITIES
WITH CONTINOUS ASSESSMENT

INVESTIGATE WITH ADVANCED
LOG ANALYTICS AND SIEM
INTEGRATION




CONTROL

Define consistent security policies and
enable controls




IDENTITY
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DEFINE CONSISTENT SECURITY POLICIES AND
ENABLE CONTROLS FOR USERS

User rislé"'-.._
Privileged user? High .

USE CONDITIONAL ACCESS TO
PROTECT YOUR ORGANIZATION

Credentials found in public?

Medium
Accessing sensitive app?
AT THE FRONT DOOR sl
; Malwaredetected? et reset
C O N T RO L A N D P RO T E C T IP detected in Botnet? Sess-ion 181
PRIVILEGED IDENTITIES e b

“. Anonymous client? Medium -

. o
ce .
. .
e .
------
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DEFINE CONSISTENT SECURITY POLICIES AND
ENABLE CONTROLS FOR DEVICES

ONE PLACE TO CONFIGURE
THE FULL WINDOWS SECURITY
STACK

CONTROL DEVICE SECURITY
POLICIES AND SEE THE
DEPLOYMENT STATUS IN A
CENTRAL PLACE

g
@

Device Configuration - Profiles > Columns > Create Profile > Security Settings

Create Profile 0 X Security Settings O X Threat Protection

PRE 0 and late: 0 an

* Name

* Load Template ! Export

My New Security Profile

Select a category to configure settings.

Select a category to configure settings.
Description

Enter a de:

Threat protection > Windows Defender Antivirus
24 of 31 settings configured 16 of 20 settings configured

* Platform

Windows 10 and later v Device protection > Windows !Z)efender Exploit Guard
9 of 12 settings configured 3 of 4 settings configured

* Profile type

Security Settings v
WinDefonm.. (i
winoow DO 0o Gl

Settings Threat Protection O X

Configure

Windows Defender Antivirus
16 of 20 settings configured

Windows Defender Exploit Guard
3 of 4 sattings configured

Windows Defender Application Guard
1 of 2 settings configured

Windows Defender ATP
4 of 5 settings configured



APPS / DATA

DEFINE CONSISTENT SECURITY POLICIES AND
ENABLE CONTROLS FOR APPS & DATA Al ko

CUSTOMIZABLE PORTAL FOR
MOST IMPORTANT SECURITY
FEATURES FOR PRODUCTIVITY

permissions for most features in here, you'll need to use the Exchange admin center and SharePoint to set permissions for others. Leam more

#f Office 365 = Security & Compliance A | ¥ ? MODAdministrator ()

To assign permissions for archiving, auditing, and retention policies, go to the Exchange admin center.

To assign permissions for document deletion policies, go to the Document Deletion Policy Center.

Permissions +7 )

CONTROL DATA IN CLOUD APPS

eDiscovery Manager

WITH GRANULAR POLICIES FOR r—

Policy

Cloud App Security @ Discover = Investigate = Control = Alerts 1000+

Security Reader

Device security policies Service Assurance User
Supenvisory Review
App permissions

Device management cf

IEI Data governance
S Open in Microsoft SharePoint Online

SEE SECURITY CONTROLS AND
THEIR STATUS FROM DIFFEREN
WORKLOADS

C Refresh file

:ha View hierarchy

% View related activity

¥ View related governance

& Protect

“%* Put in user quarantine

@ Scan for advanced threats

B Make private

& Remove a collaborator



DEFINE CONSISTENT SECURITY POLICIES AND
ENABLE CONTROLS FOR WORKLOADS ACROSS

HYBRID INFRASTRUCTURE

SET SECURITY POLICIES FOR
RESOURCES IN THE CLOUD

RAPIDLY DEPLOY BUILT-IN
CONTROLS AND PARTNER
SOLUTIONS FOR THE CLOUD

Security policy
ASC DEMC

Data collection

Collect data from virtual machines @

EN o

Choose a storage account per region
All configured

Policy components

Prevention policy

Prevention policy

C DEMO

Show recommendations for

System updates @
05 vulnerabilities @

Endpoint protection @

Disk encryption

Network security groups

Web application firewall

Next generation firewall

SQL auditing & Threat detection
SQL transparent data encryption

Enable storage

INFRASTRUCTURE

g

F5 WAF Solution

FS Network

Bring Your Own License enabled.

Enable compliance and better protect your applications with the F5 web application firewall solution,
which delivers:

+ Protection from common application vulnerabilities

« Defense against OWASP Top 10 threats and layer 7 DDoS attacks
+ Compliance with PCI-DSS requirements

+ High application performance without compromises

Designed to run as a pre-configured service within the Azure Security Center

The F5 web application firewall solution (in preview) is built using the industry-proven F5 B

tio . er and 8 ocal Traffic Ma technologies. By activating this
solution within the Azure Security Center, you can realize the benefits of BIG-IP products, as well as
customize the configuration to satisfy the unique needs of your application or organizational
policies.

The F5 web 2 solution | industry-proven and ICSA-certified BIG-P
Application Security Manager (ASM) and BIG-1P Local Traffic Manager (LTM) technologies as a pre-
configured virtual solution within Azure Security Center.

This preview is currently offered at no charge using a BIG-IP Evaluation license and must be launched
through the Azure Security Center.

For more information, visit {5.com,

ooo@mEEE

PUBLISHER F5 Networks

Select a deployment model @




GUIDANCE

Enhance security through built-in
intelligence and recommendations




BUILT-IN INTELLIGENCE AND RECOMMENDATIONS
FOR USERS

G =

TAKE ADVANTAGE OF ADVANCED
SECURITY REPORTS,
REMEDIATION
RECOMMENDATIONS AND RISK-
BASED POLICIES TO PROTECT
ACCESS IN YOUR ORGANIZATION

l6 l62 12 181

Not enabled

gl



BUILT-IN INTELLIGENCE AND RECOMMENDATIONS
FOR DEVICES

RECOMMENDATIONS DRIVEN
BY YOUR ENDPOINTS FOR ==
ENHANCED SECURITY

EVERY ALERT COMES WITH
RECOMMENDATION FOR

REMEDIATION FOR THREATS
AND FUTURE RISKS

399/600

ASSESS ORGANIZATIONAL
SECURITY SCORE INCLUDING
TRENDS OVER TIME



BUILT-IN INTELLIGENCE AND RECOMMENDATIONS q % &
FOR APPS & DATA

MACHINE LEARNING BASED
RECOMMENDATIONS DRIVEN BY
SIGNALS SPECIFIC TO YOUR
ORGANIZATION

LEVERAGE THE MOST
EFFECTIVE CONTROLS BASED SN
ON BEST PRACTICES AND YOUR pE— .
GOALS




INFRASTRUCTURE

BUILT-IN INTELLIGENCE AND RECOMMENDATIONS
FOR WORKLOADS ACROSS HYBRID INFRASTRUCTURE
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180+ RECOMMENDED SECURITY
ONFIGURATIONS

Overview » Security And Audit » Security Baseline Assessment

COMPUTERS COMPARED TO BASELINE REQUIRED RULES STATUS COMPUTERS MISSING BASELI

Computers assessed Average passed Failed rules by severity Failed rules by type Computers not assessed

or failures

CRITICAL REGISTRY KEV

m

WARNING 228
ToTAL 47 ToTAL

44 INFO
% 70 Recommendations

PASSED

15

PRIORITIZED RECOMMENDATIONS
TO FIX VULNERABILITIES FOR
AZURE RESOURCES

COMPUTER TOTALRUL...

FAILED RULE A 4

ContosoS5DC.contoso5.com 138 38% Audit: Force audit policy subcategory settings (Windows Vista or later) to override audit policy cated

NEB-OM-1085418.sm.net 138 40% Do not display network selection Ul

WAP-Dema 138 43%

Prevent enabling lock screen slide show

DESCRIPTION

RESOURCE ~  STATE

MeirM-WS2008R2 18 445 Microsoft network client: Digitally sign communications (always)

Enable VM Agent m-13 Open

138 445

ad-bdcsp.contosoSS.com Network security: LAN Manager authentication level

Install Endpoint Protection VM-W5 Open

138 4% Add a web application firewall VM-W5 Open

ad-pdcsp.contosoSS.com Network access: Do not allow anonymous enumeration of SAM accounts and shares

Add a Next Generation Firewall Jendpoints  Open Q High

C55-ATA-Center 138 Sign-in last interactive user automatically after a system-initated restart

Finalize web application firewall setup  VM-W6 Open

ContosoS5Corp 136 Apply UAC restrictions to local accounts on network logens

Enable Network Security Groups onsub... 2subnets  Open © High

sql-0sp.contosoSS.com 136 Microsoft network server: Digitally sign communications (always)

Enable Network Security Groups on virt.. VM-CLWI  Open © High

sqi-1sp.contosoSS.com 136 5% Microsoft network server: Digtally sign communications (f client agrees)

Enable Auditing on SQL servers sqlseverla  Open

Seeall Seeall.

AUTOMATED REMEDIATION
WITH PLAYBOOKS

Enable Auditing on SQL databases SQL-Db1 Open

Enable Transparent Data Encryption SQL-Db1 Open

Apply system updates VM-CLWI  Open

Apply disk eneryption 5 virtual mac... Open o

Update OS version WorkerRolel ~ Open © High

2 virtual mac... Medium

Resirict access through Intemet facing... Open

Provide security eontact details 2 subseriptio... Open Medium

Resolve mismatch baseline rules 3 virtual mac... Open 0 Low
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INTELLIGENT

SECURITY GRAPH 1.2B
. .. . devices scanned
Unique insights, informed by each month

trillions of signals. This signal is
leveraged across all of Microsoft's
security services
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200+

global cloud

400B

‘ ......... emails analyzed e, ‘

Enterprise
security for
90% Q. 750M +
of Fortune500 e Azure user
accounts

consumer and
Commercial services

Malware data
from Windows
Defender

Shared threat
data from partners,
researchers and law

Enforcement
worldwide
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18+B

Bing web pages

scanned

Botnet data from
Microsoft Digital
Crimes Unit

.
'..
.

450B

monthly
authentications
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IDENTITY

Azure Active
Directory

ENHANCED SECURITY
THROUGH SIMPLIFIED AND
INTELLIGENT SECURITY ==
MANAGEMENT WITH
MICROSOFT

VISIBILITY

Understand the security
state and risks across
resources

CONTROL

Define consistent security
policies and enable
controls

b B

DEVICES APPS / DATA

: / INFRASTRUCTURE
Windows Defender i (?:fflce ?65 Seéurlty & Azure Security
: ompliance Center Center
Security Center - Microsoft Cloud
Application Security
[ = [ = e
. ‘ .......................... ®
‘ Powered by the
Intelligent Security Graph

Elevate security through
built-in intelligence and
recommendations



=" Microsoft

© 2017 Microsoft Corporation. All rights reserved.

GETTING STARTED:

Use Azure Active Directory to secure identities in your
environment

Enable threat management for your devices through
Windows Defender Security Center

Manage and control apps and data for your SaaS apps
with Office 365 Security and Compliance Center as well
as Microsoft Cloud App Security

Consolidate security management for your
infrastructure in cloud and on-premises with Azure
Security Center



RESOURCES

Identity and Access Management
Learn more about Azure Active Directory

Security Management for Devices
Learn more about Windows Defender Security Center

Security Management for Apps & Data
Learn more about Office 365 Security and Compliance
Center

Overview of Cloud App Security

Security Management for Infrastructure
Overview of Azure Security Center



https://azure.microsoft.com/en-us/services/active-directory/
https://docs.microsoft.com/en-us/windows/threat-protection/windows-defender-security-center/windows-defender-security-center
https://support.office.com/en-us/article/Office-365-Security-Compliance-Center-7e696a40-b86b-4a20-afcc-559218b7b1b8
https://www.microsoft.com/en-us/cloud-platform/cloud-app-security
https://azure.microsoft.com/en-us/services/security-center/

‘ OUR SECURITY OFFERING

Identity & Access
Management

Azure Active Directory
Conditional Access
Windows Hello

Windows Credential Guard

Threat
Protection

Advanced Threat Analytics

Windows Defender Advanced
Threat Protection

Office 365 Advanced Threat
Protection

Office 365 Threat Intelligence

Information
Protection

Azure Information Protection

Office 365 Data Loss
Prevention

Windows Information
Protection

Microsoft Cloud App Security

Office 365 Advanced Security
Mgmt

Microsoft Intune

Security
Management

Azure Security Center

Office 365 Security &
Compliance Center

Windows Defender Security
Center



GENERAL DATA PROTECTION
REGULATION (GDPR)

® Enhanced personal privacy rights HOW YOU GET STARTED:

_ . Identify what personal data you have
® Increased duty for protecting data and where it resides

Govern how personal data is used and
accessed

® Mandatory breach reporting

Establish security controls to prevent,
detect, and respond to vulnerabilities &

@ Significant penalties for non-compliance data breaches

Keep required documentation, manage
data requests and breach notifications
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PROACTIVELY IDENTIFY &
RESOLVE CONFIGURATION
ISSUES TO REDUCE ATTACK
SURFACE

ASSESS ORGANIZATIONAL
SECURITY SCORE INCLUDING
TRENDS OVER TIME

RECOMMENDATIONS DRIVEN
BY YOUR ENDPOINTS FOR
ENHANCED SECURITY

m] |
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DEVICES



We should ’%

include this
in the R

appendix

On-premises /
Private cloud

one strong identig,

Q . oSO
“the center of your busi®®

]
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CONTROL AND
PROTECT IF THEN
ACCESS

.....................
.....
. .
.° ®e
. .
. .
.
. ®e
. .

Allow access

User risk""-...
" Privileged user? High

Credentials found in public? . Require MFA
Medium

Accessing sensitive app?

Unmanaged device? Low

Force password reset

Malware detected?
Session risk

I High

Anonymous client? Medium -

IP detected in Botnet?

Impossible travel? Deny access

Limit access




CONTROL AND PROTECT PRIVILEGED IDENTITIES

Enforce on-demand, just-in-time administrative
access when needed

Activity

Security alerts
ACTIVE ALERTS

3 Aterts £

Weak authentication is configured for role activ

Use Alert, Audit Reports and Access Review

Admin. privileges expire Redundant administrators increase your attack «
after a specified interval

Domain User Global Admin. Domain User

Raole summary

Roles
CLICK HERE TO VIEW ALL USER ROLES




GAIN VISIBILITY INTO CLOUD
APPS USED IN YOUR
ENVIRONMENT

GET RISK ASSESSMENT AND
ON-GOING ANALYTICS

(-] Discover ~  Investigate ~  Control v Alerts (34 Q & ? & [EMicrosoft

E3 Cloud Discovery Global vew .

Actions + | £ Settings

Discovered apps

Tratfic Upload Transactions IP addresses Last seen (UTC)

(‘ﬂwm 190.9 MB 98KB ] % 20 Feb 22, 2016

oned apps l19 Google Apps 181K 47¥8 e b 5 3 Mar 15, 2016

73.4 MB - 10 3 0 Jan 30,2016

ANX
© Colla

anctioned apps

Do
©@ Project man

other apps
The Web Pro

utlkl o 1748 4 , - - - 2 18 Microsoft

3 Cloud Discovery

g YouTube .

3L Joomex 495 KB

128 5875 3861 95w i

App categories » e B Risk levels Kesmeies B by 0w B

| Atassian Jira

Bex 6.7 KB

®

Discovered apps




